System Inventory:
	Name
	Operating System
	CPU’s
	Memory

	Storage (Size)
	IP Address
	Description

	Lab-01dc
	Windows Server 2025
	2 vCPU’s
	6 GIB
	50GIB
	192.168.122.241
	Windows Domain Controller (AD, DHCP, DNS)

	Lab-01ubserv
	Ubuntu Server
	1 vCPU’s
	4 GIB
	25GIB
	192.168.122.134
	Linux Server Endpoint

	Lab-windonws-01a
	Windows 11 Pro
	2 vCPU’s
	4 GIB
	64GIB
	Dynamic
	Windows User Endpoint

	Lab-windows-01b
	Windows 11 Pro
	2 vCPU’s
	4GIB
	64GIB
	Dynamic
	Windows User Endpoint

	Lab-01UbWork
	ubuntu20.04

	2 vCPU’s
	2GIB
	50GIB
	Dynamic
	Ubuntu Endpoint



Software Inventory:
Lab-01dc
	Name
	Type

	Feedback Hub
	Application

	Microsoft Edge
	Application

	Microsoft Edge WebView 2 Runtime
	Application

	Paint
	Application  

	Remote Desktop Connection
	Application  

	Snipping Tool
	Application  

	Terminal
	Application  

	Wazuh Agent
	Application  

	Windows App Runtime Main
	Application  

	DHCP Services
	Service

	ADUC Services
	Service

	DNS Services
	Service



Lab-windows-01a / Lab-windows-01b
	Name
	Type

	Calculator
	Application

	Camera
	Application  

	Feedback Hub
	Application  

	Java 8 Update 491 (64-bit)
	Application  

	Media Player
	Application

	Microsoft 365 Copilot
	Application  

	Microsoft Bing
	Application  

	Microsoft Clipchamp
	Application  

	Microsoft Edge
	Application

	Microsoft OneDrive
	Application

	Microsoft Teams
	Application

	Microsoft To Do
	Application

	Microsoft Visual C++ 2008 Redistributable 9.0.30729.6161
	Application

	Microsoft Visual C++ 2008 Redistributable 9.0.30729.6161
	Application

	News
	Application

	Notepad
	Application

	OpenOffice 4.1.16
	Application

	Outlook
	Application

	Paint
	Application

	Photos
	Application

	Power Automate
	Application

	Quick Assist
	Application

	Remote Desktop Connection
	Application

	Snipping Tool
	Application

	Sound Recorder
	Application  

	Start Experiences App
	Application  

	Sticky Notes
	Application  

	Terminal
	Application  

	Wazuh Agent
	Application  

	Weather
	Application  

	Web Media Extensions
	Application

	Windows App Runtime Main
	Application

	Windows Clock
	Application

	Dev Home
	System Components

	Game Bar
	System Components  

	Get Help
	System Components  

	Microsoft Store
	System Components  

	Mobile Devices
	System Components  

	Phone Link
	System Components  

	Windows Application Compatibility Enhancements
	System Components  

	Windows Security
	System Components  



Outbound Firewall Rules:
Rule Name, Port, TCP or UDP, Description
MS RCP, Port 135, TCP and UDP, Microsoft Remote Procedure Call technology, blocked on both TCP and UDP.
NetBIOS, Port 137-139, TCP and UDP, NetBIOS over IP, blocked on both TCP and UDP.
SMB, Port 445, TCP, Server Message Block blocked over TCP
TFTP, Port 69, UDP, Trivial File Transfer Protocol blocked over UDP
Syslog, Port 514, UDP, System Log blocked over UDP
SNMP, Port 161-162, UDP, Simple Network Management Protocol blocked over UDP
IRC, Port 6660-6669, TCP, Internet Relay Chat blocked over TCP
Account Policies:
Policy, Setting
Enforce Password History, 3 Previous Passwords Remembered
Maximum Password Age, 30 Days
Minimum Password Age, 0 Days
Minimum Password Length, 12 Characters
Password Complexity Requirements, Enabled
Account Lockout Duration, 10 Minutes
Account Lockout Threshold, 5 Invalid Attempts
Allow Administrator Account Lockout, Enabled
Reset Account Lockout Counter, 10 Minutes


